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The	
  science	
  of	
  extracDng	
  
high-­‐value	
  informaDon	
  	
  
from	
  massive	
  quanDDes	
  
of	
  low-­‐value	
  data	
  

Big	
  data	
  in	
  a	
  nutshell	
  

A	
  massive	
  treasure	
  trove	
  awaits	
  those	
  willing	
  to	
  
dig	
  deeply	
  and	
  broadly	
  enough	
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Where	
  is	
  Big	
  Data	
  taking	
  us?	
  
•  Opener	
  
•  The	
  good,	
  the	
  bad,	
  and	
  the	
  shady	
  
•  A	
  word	
  of	
  warning	
  
•  A	
  few	
  modest	
  proposals	
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Quis	
  custodiet	
  ipsos	
  big	
  data	
  custodes?	
  
•  Privacy	
  

•  Transparency	
  

•  Security	
  

Vic8m	
  has	
  li9le	
  recourse	
  if	
  anything	
  goes	
  wrong	
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The	
  [data]	
  dwarves	
  dug	
  too	
  greedily	
  and	
  too	
  deep…	
  

You	
  know	
  what	
  they	
  awoke	
  …	
  shadow	
  and	
  flame	
  
©	
  New	
  Line	
  Cinema	
  (The	
  Lord	
  of	
  the	
  Rings)	
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Facing	
  the	
  Big	
  Data	
  Balrog	
  
•  Flame	
  (collateral	
  damage,	
  backlash)	
  

–  Users,	
  corporaDons,	
  government	
  all	
  vicDms	
  
–  Burdensome	
  regulaDons,	
  hosDle	
  users	
  

•  Shadow	
  (disincenDves	
  to	
  transparency)	
  
–  Data	
  sharers	
  vulnerable	
  to	
  real	
  harm	
  
–  Trend	
  is	
  to	
  hide/hoard	
  data	
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Where	
  is	
  Big	
  Data	
  taking	
  us?	
  
•  Opener	
  
•  The	
  good,	
  the	
  bad,	
  and	
  the	
  shady	
  
•  A	
  word	
  of	
  warning	
  
•  A	
  few	
  modest	
  proposals	
  



UNIVERSITY  OF  TORONTO 

Lots	
  of	
  non-­‐tech	
  issues	
  
•  ExpectaDons	
  of	
  privacy	
  vs.	
  reality	
  

–  Everyone	
  in	
  celebrity	
  spotlight	
  
–  We	
  all	
  “leak”	
  info	
  

•  JurisdicDon	
  
–  MulD-­‐conDnent	
  crimes	
  
–  Governments	
  wear	
  mulDple	
  hats	
  

•  Legal/regulatory	
  	
  
–  “Sunshine	
  laws”	
  
–  Inconsistent/conflicDng	
  regulaDons	
  

How	
  can	
  big	
  data	
  technology	
  help?	
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Three	
  modest	
  proposals	
  
•  Strong	
  privilege	
  separaDon	
  

•  External	
  audit/monitoring	
  

•  StaDsDcally	
  plausible	
  ignorance	
  

Protec8ons,	
  recourse	
  for	
  data	
  sharers	
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1.	
  Privilege	
  separaDon	
  
•  Homomorphic	
  encrypDon	
  (e.g.	
  CryptDB++)	
  

–  Data	
  curator:	
  log	
  everything,	
  decrypt	
  nothing	
  
–  Analyst:	
  capped	
  query	
  frequency/size	
  
–  Intruder:	
  limited	
  flexibility	
  

•  See	
  also	
  
–  Perfect	
  forward	
  secrecy	
  
–  CommutaDve	
  encrypDon,	
  secret	
  sharing	
  
–  Trusted	
  HW	
  (e.g.	
  CipherBase)	
  

No	
  one	
  holds	
  “keys	
  to	
  the	
  kingdom”	
  [SIGMOD’13	
  keynote]	
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2.	
  Monitoring	
  and	
  audiDng	
  
•  Monitoring	
  

–  Mine	
  those	
  logs!	
  
–  Suspicious	
  queries,	
  data	
  transfers	
  
–  How	
  to	
  train	
  it?	
  False	
  posiDves/negaDves?	
  

•  Privacy-­‐preserving	
  audit	
  
–  Auditor:	
  sees	
  queries,	
  data	
  touched,	
  no	
  results	
  
–  Composable	
  encrypDon?	
  

Point	
  big	
  data	
  at	
  itself!	
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3.	
  StaDsDcally	
  plausible	
  ignorance	
  
•  “Consistency	
  is	
  not	
  accidental”	
  

•  Mine	
  for	
  acDons	
  driven	
  by	
  forbidden	
  data	
  
–  Targeted	
  ads	
  based	
  on	
  shadow	
  profiles?	
  
–  Discriminatory	
  hiring	
  pracDces?	
  
–  Biased/selecDve	
  enforcement	
  of	
  rules?	
  

•  Builds	
  on	
  previous	
  techniques	
  

What	
  you	
  don’t	
  know	
  can’t	
  hurt	
  me	
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Conclusions	
  
•  Big	
  Data:	
  real	
  gold...	
  real	
  risks	
  
•  Issues:	
  Privacy,	
  Security,	
  Transparency	
  

•  Three	
  proposals	
  
–  EncrypDon	
  for	
  privilege	
  separaDon	
  (P/S)	
  
–  Monitoring	
  and	
  audiDng	
  	
  (S/T)	
  
–  StaDsDcally	
  plausible	
  ignorance	
  (P/T)	
  

•  Point	
  big	
  data	
  at	
  itself!	
  


